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Abstract— Health information systems refer to the utilization of IT-related systems to capture, store, manage, or transmit information
related to the health of individuals or the activities within the health sector. Utilizing cloud services in the healthcare sector is a
flexible solution to improve the performance of an organization as it can provide numerous features such as self-service, ubiquitous
network access, resource pooling, rapid elasticity, and pay-per-use pattern. A preliminary study was conducted in the Iraqi public
healthcare sector to obtain preliminary data acquisition about the current situation of IT and to determine the key factors associated
with the utilization of cloud computing to foster current health information systems. During the study, a total of 30 technicians and
physicians from four hospitals in Iraq were invited for interview in which the researcher directed questions in a semi-structured
form. The findings of the investigation concluded the key determinant factors; these include factors related to the environmental
structure such as software, hardware, cost, network, and training. Other factors that were found related to the system such as
compatibility, complexity, data security, and privacy. These two aspects were found to influence personal factors related to the
behavioural control and confirmation to utilize cloud computing services in this sector.
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errors as well as providing an agile technique of accessing
I. INTRODUCTION and processing a large volume of patient’s facts along with

Healthcare systems are mostly used in the health sector&’rOteCting their health records and providing sufficient

; ; : ; torage spaces [3].
to provide adequate support for public services, teachlng,s . . .
and research activities. The application of effective . Successful healthcare interoperability in the public sectors

computing within healthcare sectors makes it possible forls mostly associated with the ability of the service to provide

health professionals to manage and monitor patients’ healttf pla(;form fo; d"?.ta sharing among users, processes,
records [1]. It is utilized in hospitals, homes, and relevant prcX:e ures, {I:m fp%'c'ez [4]. ¢ agile IT inf q
organizations in most developed countries. In addition, the s a result of the advent of agile Infrastructure an
purpose of healthcare services is to accommodate puinCcontmuous innovation of various smart electronic devices,
needs including certain guidelines for drugs, food, and safetythe concern of interoperability between these systems and
policies to sustain a healthy environment in different Prévailing healthcare systems have already been raised. On
geographical regions the other hand, limited usage of patient-related information
With this in mind, previous studies have advised about thedurlng degsmn-maklng _and |r|1effe|ct|\ée cr(:mmumcanon f
potential of emerging technologies in improving healthcare among pauer:jt_ ca}re assouatr(]a_sr?s(;) ead to t r? occurlr_encefo
service practices by giving more opportunities to perform extreme medical errors whic ecrease the quality o
healthcare services, in developing countries in particular [5].

activities essential for prevention, detection, tracking, and Despite th h | chall h
treatment of disease [2]. Thus, information technology (IT) espite these concerns, there are several challenges that
are still facing the latest electronic health-related systems

acts as the main antecedent for providing sufficient medical <. ) s . :
services for the healthcare sector with regards to cost, online connectivity, client assistant, and
' tragedy recovery [6].

Current consideration of IT solutions such as electronic . . .
With the recent advances in IT, cloud computing can

health systems has brought considerable benefits to i | . d health
healthcare organizations especially in solving common Provide an alternative way to access and manage healt
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records based on the use of software applications that exisubiquitous network access, resource pooling, rapid elasticity,
online for multiple users via the Internet. In addition, cloud and pay-per-use pattern.

computing is becoming increasingly popular as a way to Indeed, cloud computing provides several compelling
deliver low-cost or free applications anywhere on the features that make it attractive to business owners, as shown
Internet. below [11]:

The National Institute of Standards and Technology No up-front investment: It uses a pay-as-you-go pricing
(NIST) define the Cloud computing as a model for enabling model. No infrastructure investment needed by the service
convenient, on-demand network access to a shared pool oprovider to start getting benefit from cloud computing. It
configurable computing resources (e.g., networks, serverssimply rents the cloud resources according to its own needs
storage, applications, and services) that can be rapidlyand pays for the usage.
provisioned and released with minimal management effort or Lowering operating cost: Resources in a cloud
service provider interaction [7]. environment can be rapidly de-allocated and allocated on

More significantly, the cloud services offered by an demand. So that, a service provider does not need to
organization can free it from the responsibility to develop provision capacities according to the peak load. This
and keep large-scale IT systems; therefore, the organizatiorprovides huge savings since resources can be released to
can focus on its core business procedures and put into actiosave on operating costs when service demand is low.
the promoting applications to provide reasonable Highly scalable: Infrastructure providers data centers pool
competitive advantages [8], [9]. Table 1 shows some a lot of resources and make them easily accessible. A service
advantages and disadvantages of cloud computing that mugbrovider can expand its service easily to large scales in order
be taken into consideration. to handle the rapid increase in service demands.

Easy access: cloud services are generally web-based.
Therefore, It is easily accessible using a variety of devices
with Internet connections. These devices may be desktop

TABLE |
CLouD COMPUTING ADVANTAGES AND DISADVANTAGES [10]

. Cloud Computing PCs, laptop computers, cell phones and PDAs.
Cloud Computing Advantages . . . . . .
Disadvantage Reducing maintenance expenses and business risks: Th
Cost Savings Lack of Control outsourcing of the service infrastructure to the clouds allow

» — a service provider shifts its business risks (for example
Scalability/Flexibility Dependency

hardware failures) to infrastructure providers, who often
Reliability Risk have better expertise and are better equipped for managing

these risks. In addition, a service provider can cut down the

Essentially need an Internet . b
hardware maintenance and the staff training costs.

Maintenance

connection : - > )
o L Moreover, it helps in enhancing the current practices of
Minimize licensing new software|  Migration Issue service delivery based on the type of services as those shown
Innovation Lack of Standards in Fig. 1, which can be categorized into:
Multiple Users at same time Continuously Evolving A. Software as a Service (SaaS)

Providing an application that can be accessed via the web
In addition, cloud computing consists of shared browser or by using specific applications that offered by the
computing services that can be accessed via the internet [11]cloud providers. The most popular providers are:
It also offers exceptional features such as self-service, -« Google: Google Docs, Gmail, Google Talk and

Cloud Provider

Cloud
Consurmer Service Layer Cloud Service —
g B amagement mr—
5 It i iveecliation
Paas Business e P
Cloud s o 1 [
Auditor L )
: Resource Abstraction IR B - W A EPWIEE‘
Security Sk e e I . ggregaton
Aude i a
Fhysical Besourcs 1 C
Pricacy Layar Portability e
Impact Audit [Tr— Interoperabilivy Y ¥ hl:;l;r:r!; fl'l"
Performance Facility
Audit
( Cloud Carrier |

Fig. 1 Architecture of cloud computing (source: HPCWire, 2016)
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Google Calendar cloud models that tries to cover the limitations of each
« Salesforce.com: CRM approach. In a hybrid cloud, part of the service infrastructure
« NetSuite: SuitCloud runs in public clouds while the remaining part runs in private
) clouds. Hybrid clouds give more flexibility than both private
B. Platform as a Service (PaasS) and public clouds. They provide tighter control and more

This service provides the user with a platform that used security over application data compared to the use of public
for developing, designing, testing and hosting. The mostclouds. The designers may give more attention when

popular providers are: designing a hybrid cloud for splitting between private and
« Google: Google app platform public cloud components.
«  VMware: vCloud platform Virtual Private Cloud: An alternative solution to
« Salesforce.com: force.com platform addressing the limitations of both private and public clouds.
+ Microsoft: Microsoft Azure platform A VPC is a platform running on top of public clouds. The
« IBM: Blue cloud computing platform most important difference is that VPC allows the service

provider to design their own security settings such as
C. Infrastructure as a Service (laaSlt: allows the user to  firewall rules and network topology. VPC does not only
access the underlying infrastructure via virtual machines, virtualize applications and servers, but also the underlying
and this gave the user more flexibility than PaaS. The mostnetwork communication. In addition, VPC provides a

popular examples are: seamless transition from a proprietary service infrastructure
« Amazon: Elastic Compute Cloud (EC2) and cloud to a cloud-based infrastructure, owing to the virtualized
storage S3 network layer. Fig. 2 shows different cloud deployment
«  VMware: Vblocks models.
« 3Tera: AppLogic There are some technologies that cloud computing may be

These services offered by different types of clouds [12]: compared with as it shared some aspects of the cloud

Public clouds A cloud in which service providers offer ~computing, such as:
their resources as services to the general public. It offers 1) Grid Computing: It is a distributed computing
several benefits to service providers; these include no initialparadigm that has the ability to coordinate networked
investment on infrastructure and shift the risks to the resources in order to achieve a certain computational
providers’ infrastructure. Nevertheless, public clouds lack objective. The first development of Grid computing was
fine-grained control over data, network and security settings,driven by scientific applications which are usually
which hampers their effectiveness in many business computationally intensive. The similarity between cloud

scenarios. computing and Grid computing is that it also employs
Private clouds Also called internal clouds, these clouds distributed resources in order to achieve application level
are designed for exclusive use in a single organization. objectives. In addition, cloud computing can leverage

A private cloud can be built and managed by the virtualization technologies at multiple levels (application and
organization itself or by external providers. It has a very hardware platform) to realize dynamic resource provisioning
high degree of control over reliability, performance, and and resource sharing.
security. However, they are often criticized for being similar . i . .
to traditional proprietary server farms and do not provide 2) Utility Computing: Utility computing represents the
benefits such as no up-front capital costs. model of providing resources on-demand and charging

Hybrid clouds: It is a combination of public and private customers based on usage rather than a flat rate. Cloud
computing can be perceived as a realization of utility

Hybrid Cloud Community
Cloud

Storage base Storage
Services ces Services
Private Cloud Public Cloud

Fig. 2 Types of cloud computing deployment models (soukiggeleki, 2017)
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computing. It adopts a utility-based pricing scheme entirely sectors. This is due to the lack of evidence about the
for economic reasons. With on-demand resource integrity of IT in healthcare sectors [15].
provisioning and utility-based pricing, service providers can  Despite the touted advantages of this new technology, Al
truly maximize resource utilization and minimize their Hilfi et al. [16] stated that the adoption of up-to-date IT
operating costs. solutions had not been sufficiently addressed. Other reasons
. o were mainly associated with the disruptive of technology,
3)_ Vinwalization: This technology can abstract away the which was viewed to be not within the level of maturity, lack
d_eta||s of hardv_vare_ and proy|des_ virtualized resources for theof industry-specific conformity to standards, and had a high
h_|gh-level apphcatlons. A V|rtl_JaI|z_ed server is also called a level of related risk and costs [11], [17], [18].
virtual machine (VM). Virtualization is the base of cloud
computing, as it provides the capability of pooling he
computing resources from clusters of servers and
dynamically assigning or reassigning virtual resources to
applications on-demand.

Furthermore, Al Hilfi et al. [16] asserted that the current
althcare system in Iraq is still facing numerous challenges
to recover from the loss of health workers and political
interference.
They highlighted the needs for efforts to reinforce the
4) Autonomic Compuun@ng"]a”y innovated by IBM quallty of data as it moves up the chain from faCIIIty to
in 2001, the main aspect was to build computing systemsMinistry of Health based on the following reasons:
that are capable of self-management, i.e. reacting to internal *+ Health facilities are unevenly distributed to meet the

and external observations without human intervention. The country’s health needs. _

main goal of autonomic computing is to overcome the + Healthcare financing and the role of private
management Comp|exity of current Computer Systems_ healthcare are the future issues in the health SeCtOI’,
Although cloud computing exhibits certain autonomic which are currently being addressed tentatively.

features such as automatic resource provisioning, its From this, it can be noticed that the utilization of health
objective is to lower the resource cost rather than to reduceinformation systems and services in Iraq has rarely been
system complexity. considered. Thus, cloud computing can be utilized in order

In summary, cloud computing leverages virtualization to provide a reliable service in managing and maintaining
technology to achieve the goal of providing computing healthcare records. However, understanding of IT hardware
resources as a utility. It shares certain aspects with gridand software needed for effective utilization of cloud
computing and autonomic computing but differs from them Services is yet to be explore@he reasons why this research
in other aspects. Therefore, it offers unique benefits andis devoted to the application of cloud services are due to the
imposes distinctive challenges to meet its requirements. ~ high software cost, complexity, and inflexibility issues of

After defining all aspects, characteristics, services and traditional electronic healthcare records.
deployment models of cloud computing, we can now judge Therefore, these play a key role in raising the necessity
the extent of the importance of using cloud computing for utilizing low-cost service that offers the healthcare
services for the healthcare sector. sectors a flexible way to manage and maintain health data

The application of cloud in this context can offer a remotely. In addition, public healthcare sectors in Iraq are
remarkable advantage in the healthcare sector. Clouddependent on their own computing infrastructure. Thus, the
services can be viewed as a group of service solutionsdata resides on-premises and thus makes it under
depending on the cloud processing which consists ofenvironmental and human threats altogether.
managing and processing health records in a distributed Since this work focuses more on the services that cloud
health environment [13]. computing can offer to the Iraqi public healthcare sectors,

Nowadays, utilizing cloud services in the healthcare SaaS begin to be recognized in this environment in which it
sector is a flexible solution to improve the performance andis deployed based on service deployment models, each of
competitiveness of an organization. However, Supplying them serves certain needs. Thus, this study emphasizes the
novel ways of delivering as well as applying and processingrole of these models in providing the public or industry
services is a must be, there appears that there is a limite§roup in a shared context. Nevertheless, organizational
understanding of the low utilization of these services in consideration of cloud model deployment relies on the
developing countries [14]. sensitivity of the data and management requirements.

This can be reasoned to the dynamic configuration of With this in mind, some efforts have been taken by the
cloud computing which offers a utility computing that Ministry of Health in Iraq to deploy specific cloud models to
includes different functionalities that are commonly used to Promote health-related practices in different sectors. This
manage organization data in a distributed, ubiquitous, andincludes re-engineering the way the patient and other health
pervasive methods supporting several platforms, systems,data are stored and thus allow healthcare professionals to
and applications at independent locations. access and interpret patients' conditions [19] effectively.

From the literature, it can be noticed that most studies on There are some obstacles in identifying the current needs
cloud computing within an organization focus on the of healthcare sectors to accommodate technologies such as
application of SaaS that is offered to public and private distributed and grid computing [20]. Lack of understanding
healthcare sectors. PaaS is more associated with th®fthe healthcare status to deploy these technologies makes it
engineering of the software to run these services, while laagfifficult to handle the utilization of new healthcare systems
is related to the visualization of platform infrastructure. in terms of dynamicity, scaling, and low cost. Furthermore,

In Iraqg, it is critical for decision makers to decide the the current situation in Iraq makes it more difficult to adapt
effectiveness of technology utilization in the healthcare certain technology without prior examination on its
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suitability in the context of usage. In addition, the healthcare A total of 15 technicians and 15 physicians were
records of public hospitals in Iraq contain different types of interviewed through SKYP® in which the researcher
data that continue to increase in volume, velocity, and directed questions in a semi-structured form.
variety progressively. This has resulted in some major issues The age range of the interviewees was between 26 and 44
to the public healthcare sectors from two perspectives, datayears old, 4 of them were females, and the other 26 were
complexity and low IT integrity. males, and the experience of using current technologies was

Therefore, managing and maintaining these health recordsetween 2 to 3 years.
are essential to healthcare institutions. As such, ensuringB o
successful utilization of cloud computing in healthcare B- The Interview:
context, however, needs careful attention to a number of Qualitative research method has been chosen to gather
factors from different perspectives which may include information in a social context that focuses on the way
technical factors of IT, characteristics of the organization people interpret and make sense of their experience [26].
that introduce the technology, and the response ofThe main source of evidence for the strategy of the case
individuals within the organization to the new technological study is an interview, as interview studies the problem in
tools [11], [21], [22], [23], [24]. depth and in specific details [25]. The researchers

Therefore, this study aims to conduct a preliminary study constructed fourteen questions to be a guide for the
to determine the key factors associated with the utilization ofinterviews. The researchers focused on open-ended
cloud computing to foster the current health information questions because these types of questions allow the
systems in Irag. interviewees to give more information about the situation

[27].
II. MATERIAL AND METHOD The interview questions were constructed based on the

A preliminary study was conducted in the Iragi healthcare concern of the Ministry of hgalth in Ir_aq regarding the
utilization of cloud computing services for health

sector during the period of December 2015 until March 2016. . . ) )
in order to obtain the preliminary data of the current information * systems in _ hospitals. The questions were

situation of IT and to determine the key factors assoc:iatedconstrUCted based on the highlights provided by two hospital

with the utilization of cloud computing to foster current managers. They helped the researchers to indicate the main

health information systems. A case study research wadspects related to the structural, system, and individual

adopted to investigate a phenomenon in depth and Withingimh?nsr’]'?ns' The 'tI%mtS get:/elopet% batsed on thte Tanat{:]r(]ers’
real-life context [25]. To study the phenomena deeper, semi- Ighlights were validated by another two experts from the

structured SKYPE" interviews were conducted to make the S8M€ hOSpitE?‘IS' This was necessary to ensure the consistency
interviews flexible and to allow the respondents to raise of the guestions was in accordance with the present study

aspects that the researcher may not have thought about prioXoals. The details of the questions can be found in Appendix
to the interviews. :

A. Population and Sampling: [ll. RESULTS ANDDISCUSSION

The target population for this study will be obtained from It is important to mention that content analysis method
the public healthcare sectors in Iraq situated in Baghdadwas used to analyse qualitative data deduced from the
Governorate. The reason for this selection is due to theinterviewees. The content analysis is a qualitative research
functionality and reliability of adapted technology as technique that has been widely used to analyse written, oral
compared to the other state of Iraq. There are approximatelyor visual communication messages and can be defined as a
39 hospitals in Baghdad. However, only four general systematic and replicable technique for compressing many
hospitals will be chosen for this study. words of text into fewer content categories based on explicit

These hospitals are situated in Baghdad. The reason forules of coding [28], [29].
choosing these hospitals is due to the capacity and capability The interview results showed that the interviewees pose a
of these hospitals in offering different healthcare aids, andnegative perception of the effectiveness of current
these hospitals are considered as the main hospitals withechnologies in managing and maintaining a large volume of
high-end IT facilities. The sample hospitals are chosen basechealth records in a timely manner. They also acknowledge
on the recommendation of the state healthcare director inthe lack of access to effective computing to help health
Baghdad through a filtering process in terms of the numberprofessionals to perform multiple activities related to sharing
of beds, physicians, patients, medical cases, and availabland retrieving records.
technicians. In addition, some of them perceived that the available

The selections of these hospitals were based on the focufealth information systems do not ensure the privacy and
of the research study, which pertained to physicians andsecurity of these records since it all deals with basic
technicians who are familiar with the use of technology. The authentication. With this in mind, interviewees asserted that
selection process resulted in four public hospitals whereasthe current use of available technology negatively impacts
other hospitals were eliminated because these hospitals wertheir confirmation to fully utilize health information systems.
out of the scope of this study from the perspective of time This is due to the limitations of the available hardware and
and resources. Physicians and technicians in these hospitalsoftware recourses to generalize the use of health
are aware of cloud services. information systems. This includes the complexity to share

health data across distributed network. In addition, the
majority of the interviewees declared that the current health
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information systems do not fulfil their needs; which was the management of health records which do not comply with the
reason for the low expectations of having a successfulactual capacity and the needs of healthcare sectors. The
utilization of these technologies with current environmental interviewees also declared the lack of providing sufficient

settings. technical assistant to solve server related issues. Current
They stated that the environmental structure, including technology also does not provide recommendations on how
hardware and cost of equipment, are the main factors into handle or troubleshoot serious problems. The

limiting their usage of health information systems. In interviewees also listed the main antecedents that may hinder
addition, the researchers further explored whether the currentloud utilization in Iraqi healthcare sectors. They revealed
health management systems meet their expectations irthat most of the factors were based on the issues and views
managing and monitoring healthcare records. They statedmentioned above.
that the current system does not provide sufficient As a conclusion to the information gathered from the
functionalities in ensuring records’ privacy and security. interviewees, it can be concluded that a number of factors
On the other hand, the interviewees found that the currentthat must be considered including the factors related to the
systems are basically used to store and retrieve basic healthnvironmental structure in term abftware modularity,
records such as patients’ information, medical conditions, hardware modularity, cost effectivenessnetwork, and
treatments, etc. This kind of data is not well communicated training. Other factors identified are related to the system,
among the healthcare members in which the use of paperin term of compatibility, complexity, data security and
based is still practiced. Interviewees’ experience in using privacy. These two aspects were found to influence personal
these technologies ranges between two and three years. Thactors related to thieehavioural control andconfirmation
reason was clarified by them when majority stated thatto utilize cloud computing services in the Iragi healthcare
technology utilization in the healthcare sectors is still in its sectors. After listing these factors, the researchers emailed
fancy stage which causes less use of health informationthe interviewees a rating form to indicate the factors that
systems. To overcome this problem, excessive training onthey mostly agreed upon. Table 1 shows the result of the
the access and use of technology are required. Howeveragreement for each factor; each number reflect the agreed
they have lack training programs as they stated that there arenterviewees upon the extracted factor out of the 30
not enough training programs provided for them on theseparticipants.
aspects.

On the other hand, it was found that the interviewees’ AGREEMENT ON :?HE;&EFJ,LCTEDVARMBLES
perception about the use of cloud computing services and its :
impact on Iraqgi healthcare in delivering sufficient services Environmental Structure
was positive. They stated that cloud computing services Factor Agreed
could offer a better platform especially in tackling the Cost effectiveness 27
current sharing and monitoring problems regarding health Hardware Modularity 25
records among different health professionals in Iraq. Software Modularity 26
However, controlling the process involved in the use of Network connectivity 28
cloud services in the Iragi context was found to be the main Training 27
reason for not considering such utilization, which was System Factors
reasoned by several environmental factors. These include the Compatibility 27
lack of current infrastructure in providing necessary tools Complexity 26
operate such systems. Furthermore, they all think that cloud Security 28
computing services can improve current healthcare services Privacy 27
from the standard data management perspectives. Individual Factors

In order to gain richer insights into the key factors that Confirmation 23
could impact the utilization of SaaS, technicians have Behavioural Control 26

demonstrated several concerns with regards to the
compatibility of current cloud services to process healthcare
data and its appropriateness to accommodate the services of ) ) ) )
these components. In addition, they also highlighted other The main goal of this paper was to investigate the key
concerns related to the security and privacy of the data infactor_s associated with the gtlllzatlon of cloud co_mputmg in
which the current system is a lack in doing so. As for the fostering thg current health mform_atmn systems in Irag. The
policy, the interviewees thought that the current policy is not study described the current situation a.nd th(_a_ issues faced by
fully projected to promote full utilization of cloud services these systems regarding cloud computing utilization.

through which standard management of information is Hardware modularity, software modularity, —cost
carried out instead of collaboration data management. This ieffectiveness, network, and training are the main
mostly indicated by the amount allocated to purChaseenvwonmental structure factors that influence the uuhzapon
equipment, provide enough training programs, and subscribe?f cloud computing in the healthcare sector. In addition,
to the latest backup technologies. After all, the researcherssOme factors related to the system such as compatibility,
wondered whether the current technology is good enough tgcomplexity, data security, and privacy. These two aspects

handle the volume and density of health records. TheWere found to influence personal factors related to the
interview response showed that the current health behavioural control and confirmation. From the results, it

information systems utilized are limited to the basic €@n be concluded that majority of the interviewees agreed

IV. CONCLUSION
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with these factors that they pose a remarkable impact on thé16]
current utilization of cloud computing services in health
information systems. The results presented are the
preliminary information for a wider study.

This study also investigated the current situation of using
cloud computing services in the public healthcare sector in(18l
Irag. Also, to prepare these facilities for the main study that
will be the next stage to solve the current issues of using
cloud computing services in these facilities.

(17]

(19]
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APPENDIXA

This section presents the interview questions used to
interview the participants.

: How current technologies help you in managing health
records?

: How the current use of available technology impacts
your usage of health information systems?

Were your objectives achieved with the current

technologies?
: Did the current health management systems work well
as you expected?



Q5 :
Q6 :

Q7
Q8
Q9

How much experience have you had using theseQ10: Do you think that current healthcare policy for sharing
technologies before this term? and securing health data is fully towards cloud’'s
In your view, how the use of these technologies utilization in Iraq?

impacts the Iraq healthcare ability in delivering Q11: Did you receive enough training to operate and set

sufficient services? cloud services?

: What types of activities and assistance you need wherQ12: Do you think that the integrity of current technology is
using health information systems hosted on the server? good enough to handle volume and density of health
: Do you think that cloud computing can improve the records?

current healthcare service? Q13: Do you have access to the online resources in a timely
. In your opinion, what are the key factors that could manner?

impact the utilization of SaaS? Q14: Can you list the main antecedents that may hinder

cloud utilization in the Iraqgi healthcare sectors?
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