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Abstract—The risk of data theft is still a negative impact of smartphone technology development that harms its users. One cause of data
theft is information security behavior. Therefore, this study was conducted to determine information security behavior and its
differences among smartphone users in Indonesia based on the demographic variables (i.e., gender, generation, educational
background, and operating system) and four approaches, namely Avoiding Harmful Behavior, Settings, and Add-on Utilities,
Preventive Behavior, and Disaster/Data Recovery. The data obtained from 400 respondents were processed using Pearson's chi-square
and post hoc tests. The results showed that there are significant differences between the demographic variables and approaches. It was
revealed that men behave better than women in terms of adopting settings and add-on utilities, preventive behavior, and disaster/data
recovery. On the other hand, men tend to have riskier behavior than women in avoiding harmful behavior. Based on generation, it was
found that Generation Z exhibits more secure behavior than Generation Y in terms of settings and add-on utilities regarding remote
device locking. Meanwhile, Generation Z has better behavior than Generations X and Y in preventive behavior as they uninstall/remove
unused applications. Furthermore, undergraduate users behave better than high schoolers in avoiding harmful behaviors such as
sharing PIN/passwords. Lastly, iOS users were found to have better data recovery behavior than Android users in automatically
backing up data in the cloud. These results can be considered when designing security education, training, and awareness programs to
improve information security.
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must be the primary concern of the users so that personal data
I. INTRODUCTION is protected [9].

Organizations around the world today rely heavily on the
digital world, and information systems and information
security are becoming the backbone of their day-to-day
operations [10]. Nevertheless, information security is a
growing problem affecting businesses in nearly every
industry, with data breaches affecting millions of customers
and costing organizations millions of dollars [11]. Individuals
and organizations risk having their information and systems
compromised by malicious hackers, disgruntled employees,
natural disasters, or hardware failures [12]. According to data
from the National Cyber and Crypto Agency (BSSN), cyber-
attack attempts in Indonesia from January to August 2020
were recorded at nearly 190 million, which means an increase
of more than four times from the same period in the previous
year with a range of 39 million [13]. Many cases occur in
information security organizations ranging from viruses,
social engineering, DoS attacks, and hackers to data theft.
Security breaches have continued to increase, both in terms of

As technology advances, which continues to be witnessed
worldwide [1], information technology is integral to today's
life [2]. The development of information and communication
technology and its associated revolution has led to the
development of many mobile phone applications [3]. Mobile
phones have evolved from simple means of communication
to popular portable intelligent devices [4]. With the rapid
development of mobile devices, smartphones have become
commonplace in people's daily lives [5]. Since smartphones
are connected to the Internet, they offer various uses, such as
playing games, listening to music, and socializing [6]. Open
connectivity is very convenient but also brings many risks that
cannot be overlooked [7]. The continued integration of
technology to connect and exchange data with other devices
and systems over the Internet poses increasing risks to
information security (IS) [8]. Therefore, smartphone security
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the number of incidents and financial losses [14]. Secure user
behavior is the key to preventing and mitigating mobile
threats [15]. Poor behavior and personal awareness when
using inappropriate technology pose a high risk associated
with cybercrime [16]. Therefore, the user should consider
mobile application security to prevent the exposure of
confidential information. Smartphone users should protect
their devices by setting lock screen protection, using third-
party security applications, and choosing appropriate security

settings because the default settings are often insufficient [17].

Information security breaches such as malware often activate
unexpectedly [18]. Security breaches, such as planting a
virus/malware, will have unpleasant consequences such as
loss of productivity, theft of information assets, system
downtime, damage to IT infrastructure, damage to the
organization's reputation, lawsuits, fines, and regulatory
action [19].

One popular method of distributing malware is via email
attachments. To avoid such threats, users should avoid
clicking on links in emails or downloading attachments from
unknown or untrusted sources [20], and if people do not
change their passwords, they can pose a serious security threat
to users and organizations [21]. How individual users use
certain applications is very important for information security
when using a smartphone [22]. Shah and Agarwal [20]
explained that appropriate actions on the part of users would
help prevent cybersecurity incidents. They also explained that
scanning smartphones regularly with anti-virus/anti-malware
applications can reduce the possibility of malware infection.
This preventive practice and behavior can help users protect
their smartphone information's confidentiality, integrity, and
availability. In addition, they explained that cybersecurity
behaviors and practices refer to protective behaviors and the
use of additional utilities that improve smartphone security
features and security posture. Smartphones are easily stolen,
lost, or infiltrated [22]. As a precaution, backup on a
smartphone protects user data from the risk of data corruption
or loss by saving personal information, media data,
application data, and other settings [23]. Although many
smartphone users are aware of the importance of information
security, many are careless about their smartphones' security
behavior [24]. Therefore, this study aims to find differences
in smartphone users' information security behaviors in
Indonesia according to four perspectives and demographic
variables [20], [22].

II. MATERIALS AND METHOD

A. Data Description

The data used in this study are the results of questionnaires
distributed to smartphone users. This study uses a quantitative
descriptive method because it explains the security behavior
of smartphone users. The timing of this study was cross-
sectional. Based on the research strategy, data were obtained
through an online survey using questionnaires distributed to
400 respondents. Data was distributed and collected through
social media such as Instagram, WhatsApp, and Line. The
units analyzed are individuals, namely smartphone users in
Indonesia. Figure 1 is a Research Approach Based on
Previous Research.
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Fig. 1 Research Approach Based on Previous Research

This study uses two other studies as reference journals,
namely the research of Shah and Agarwal [20] and Zhang et
al. [22]. Shah and Agarwal [20] asserted that information
security behavior consists of three approaches: settings and
add-on utilities, avoiding harmful and preventive behaviors.
Meanwhile, according to Zhang et al. [22], information
security behavior is categorized as disaster/data recovery. In
addition, this study was also enriched with questionnaires
from other relevant studies, and experts checked the
questionnaires. The validity and reliability of this study have
been tested on 30 respondents. Therefore, the statement of
each variable deserves to be used as a measuring tool in this
study.

B. Related Work

Management information systems have several fields of
study, including information systems and information
security management systems [25]. Information systems can
be broadly described as human-machine systems integrated
into providing information to support management functions
and determine alternative actions within organizational
systems. Information system components are software,
hardware, data, human, networks, input, output, storage, and
control [26]. An information security management system is
a set of policies and procedures that aim to protect information
assets and provide a systematic approach to risk management
[27]. The management information system is very important
for information security. One of the important points in
information security is behavior in the use of information
systems. Behavior relates to human actions individually and
in groups, and their effects on activities.

Shah and Agarwal [20] stated that information security
behavior consists of 3 approaches: settings and add-on
utilities, avoiding harmful behaviors and practices, and
preventive behaviors and practices. In addition to these three
approaches, according to Zhang et al. [22], information
security behavior is categorized as disaster/data recovery.
Shah and Agarwal's research [20] also explains that a person



must have motivation and abilities above the threshold and be
encouraged to perform target behaviors. Awareness of
cybersecurity threats and safe behavior is the first line of
defense that any individual can use. In this study, the authors
use Brainware or humans as one of the components of the
information system to measure the demographics of users'
behavior. Demographics are measured based on aspects of
gender, generation, educational background, and mobile
operating system.

Shah and Agarwal [20] revealed that the respondents did
not show good cybersecurity behavior overall. There were
significant differences between cybersecurity behavior and
practices, and independent variables such as gender, age,
mobile operating system (OS), and mother tongue.
Respondents were found to have a high level of motivation to
protect their devices and data, but they only had a moderate
level of threat awareness and ability to protect their devices
and data.

Zhang et al. [22] also showed serious concerns about
information security in the use of smartphones in China,
including ignorance of security information. The study also
revealed significant differences among various user groups
regarding information security in smartphone use.

Nowrin and Bawden’s research [28] revealed a gap among
smartphone users based on gender and educational
background in the level of security behavior of smartphone
users. Research conducted by Chen et al. [29] stated that non-
science students exhibited higher levels of questionable
information security behavior than science majors.
Nevertheless, in research conducted by Alanazi et al. [30],
moderators and unconventional factors such as religion and
morality influence information security compliance behavior.
However, demographic characteristics (age, marital status,
work history, etc.) do not appear to have an effect. In addition,
research conducted by Rachminingrum and Sari [31] on
Android Mobile Apps users in Indonesia revealed several
relationships between the security behavior sub-variables and
the demographic sub-variables.

In a previous study by Letica, the more time young people
spend online, the greater the privacy and information security
risks they face [32]. However, Alsaleh et al. [33] stated that
more youthful people behave more safely when using their
smartphones. Regarding gender differences in cybersecurity
in the organizational environment, Xu and Guo [34] explained
that individual demographic factors (age and gender) do not
influence security behavior. Despite gender differences, both
males and females are unaware of the risks associated with
smartphone use [35].

Arend et al.[36] stated that intent and actual behavior in
cybersecurity behavior are significantly correlated with self-
reported individual differences in passive risk behavior but
not in proactive risk behavior. In research conducted by Shah
and Agarwal [37], they also asked respondents to self-report.
They found that the chances of safe behavior and practices by
respondents with high motivation and high ability are 4.64
times higher than respondents with low motivation and low
ability. According to research by Ali ef al. [38], employees
are more likely to comply with information security policies
(ISP) if they are motivated to protect assets or exhibit
behaviors motivated by protection. Research conducted by
Hadlington et al. [39] stated that Individuals exhibiting more
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externality indicated weaker information security practices
accepted in the workplace. Chu e al. [40] also noted that
employees' unsafe internet usage, poor security practices, and
poor access controls significantly negatively impact their
willingness to report incidents.

Research conducted by Velki and Romstein [41] explained
that people who know are more aware of potential security
risks and, simultaneously, are more susceptible to risky
behavior when using the information security behavior and
awareness research system. Besides, Adebiyi et al. [42]
mentioned that knowledge with awareness and understanding
is acquired through experience, familiarity, or learning. Sang
and Liao [43] also mentioned that a user's ability to
distinguish information depends on the user's conscious
actions and level of knowledge.

Ma [8] found that assessing coping mechanisms (response
costs and self-efficacy) has important implications for
protective behavioral intentions. Barth [44] explained that
tech-savvy and financially independent users were at risk of
potential privacy breaches despite being aware of the potential
risks. In consideration, the data protection aspect did not play
a significant role. Features, app design, and cost are more
important than privacy concerns. Bax et al. [45] also stated
that the cost of implementing protection against email
phishing threats increases. The more protection behavior
degrades, and maladaptive behavior increases.

Chowdhury et al. [46] stated that most cybersecurity
incidents occur because users fail to behave safely. Girsang et
al. [47] explained that cybercrimes such as phishing and
cracking could lead to consumer complaints and reports
suffering losses due to a lack of information and privacy
security. He also explained that consumer satisfaction is
influenced by information security and privacy. Chung et al.
[48] stated that understanding information security
perceptions and customer alienation through Al technology
positively impacts consumer privacy concerns. Besides that,
Hatamian ef al. [49] noted that the amount and quality of
privacy-related information published in user reviews and
their relationship to actual app behavior suggest that user
reviews are an important and valuable source of information
about mobile app privacy behavior.

Zwilling et al. [50] stated that internet users have adequate
cyber threat awareness but only apply minimal protective
measures, which are usually relatively general and
straightforward. However, the research conducted by
Shadbad and Biros [51] stated that IT imposes a high level of
awareness on many technostress creators, encouraging users
to justify information security policy (ISP) violations and
engage in non-compliant behavior. Asfoor et al. [52] stated
that the human factor is the main factor in overcoming
information security problems, and therefore, information
security training is needed because it positively affects the
level of security awareness [53].

Participation in government social media accounts can help
provide knowledge and tips to the public about the latest
information security threats, so it can positively influence
their information security behavior through perceived
severity, perceived vulnerability, self-efficacy, and response
efficiency [54]. Research conducted by Kautsarina et al. [55]
also stated that the result directly influences government
engagement, privacy, perceived behavioral control, and the



implementation of proactive security behaviors. Other
variables have a positive and significant impact on the
performance of positive security behaviors, indicating their
role as mediators. Nevertheless, Schyff and Flowerday [56]
found information security awareness as an indirect
intermediary between openness and intent to check privacy
settings. It suggests that as users become more open, they
become more aware of privacy-related threats (through
privacy news and events) and more willing to review their
privacy settings. Breitinger ef al. [17] stated that most users
have good lock screen settings to protect their phones from
physical access. However, other security best practices are
ignored. For example, they are turning off unused features.
Overall, there are significant differences between several
previous and current studies. The differences are in the objects
and methods used. Most of the research conducted in this field
has shown mixed results. However, research on the behavior
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of smartphone users in Indonesia is still limited. One of them
is the research of Rachminingrum and Sari [31], which
examined users of the Android Mobile application. Therefore,
this study aims to determine the information security behavior
of smartphone users in Indonesia. The findings are expected
to be used in designing special training programs to improve
information security for smartphone users in Indonesia.

C. Research Method

This study was conducted with four approaches: setting
and add-on utility, avoiding harmful behavior, preventive
behavior, and disaster/data recovery. Besides, respondents
were asked to self-assess their interest in protecting
smartphone devices and data related to motivation, ability,
and threat awareness variables. The framework model in this
study is shown in Figure 2.

nformation security

Brainware

Demographic

Avoid Harmful
Behaviour
w
ability,
Y threat Add-on WHilities % Security Behaviowr
— Pravantive Bahaviour 4
— Data Recovery |e—

Fig. 2 Framework model of Security Behaviour

In this study, the author uses one of the components of the
information system, namely brainwave or humans, to measure
user behavior in terms of the wuser's demographics.
Demographics are measured based on aspects of generation,

gender, educational background, and mobile operating system.

The analytical techniques used in this study include Pearson's
chi-square test and post hoc test with the proportion column
and Bonferroni correction. This study used Pearson's chi-
square test with SPSS software to find the relationship
between demographic variables and the security behavior of
smartphone users. The variables considered in this study were
gender, generation, educational background, and smartphone
users' operating system (OS). The hypotheses of this research
are formulated as follows
o HO: There is no significant difference between the two
variables
o Ha: There is a significant difference between the two
variables
The following decisions were made based on the
significance value (Asymp. Sig.):
o If the value of Asymp. Sig. (p) <0.05, it means that HO
is rejected and Ha is accepted
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« If the value of Asymp. Sig. (p) > 0.05, it means that HO
is accepted, and Ha is rejected

This research was conducted using a post hoc test with the
proportion column and Bonferroni correction processed by
SPSS software. According to Norman and Streiner [57], post
hoc is used for further data exploration after finding
significant effects. The Bonferroni correction was proposed to
avoid problems when the number of tests increased, and errors
in concluding a significant difference might occur, but when
tested further, there was no such significant difference [58].
The tests were adjusted for all pairwise comparisons in one
row of each subtable using Bonferroni correction [59] to
examine whether the proportion of respondents in one column
significantly differs from the one in another. If there is a
significant difference in the variables previously tested using
Pearson's chi-square test, then further testing is carried out to
identify the items from the variables that provide the
significant difference. However, if no differences are found
among the tested variables, a post hoc test is not required [60].

Figure 3 is a diagram of the data processing in this study.
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Fig. 3 Processing Data

The following hypotheses were obtained based on previous
studies and the theoretical basis of this research. Gender-
based hypotheses: In research entitled Cybersecurity behavior
of smartphone users in India: an empirical analysis [20], men
demonstrated risky behavior by downloading applications
from untrusted third parties, connecting to insecure free Wi-
Fi networks, updating applications, and rooting or
jailbreaking. However, male respondents were better at
reading user agreements and checking app permissions.
Research on university students found that male smartphone
users were more aware of using backup data.

e HI. Men are more likely to adopt settings and add-on
utilities than women.

e H2. Men are worse than women at avoiding harmful
behavior in smartphone use.

e H3. Men have better preventive behavior than women
in smartphone use.

e H4. Men have better data recovery behavior than
women in smartphone use.

Generation-based hypotheses: The generation in this study
represents a certain age group. Previous studies [20], [31]
revealed that smartphone users of different ages significantly
differ in security behavior.

e HS5. There are differences between generations in
avoiding harmful behavior.

e H6. There are differences between generations in
adopting add-on settings and utilities.

e H7. There are differences between generations in
carrying out preventive behavior.
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e H8. There are differences between generations in
dealing with disaster/data recovery.

Operation system-based hypotheses: Previous research [20]
revealed that Android users behave more safely than iOS
users. i0S respondents were more aware of the device-
tracking services than the Android respondents. Android users
demonstrated safe practices by scanning smartphones using
anti-virus/anti-malware, signing out of the apps, and checking
permissions for apps.

e HO9. Android users tend to avoid harmful behavior in
smartphone use better than iOS users.

e HI10. Android users tend to be more secure in adopting
settings and add-on utilities in smartphone use than i0S
users.

e HI1Il. Android users tend to have better preventive
behavior in using smartphones than iOS users.

e HI2. Android users tend to exhibit safer behavior
dealing with disaster/data recovery in using
smartphones than i1OS users.

Educational background-based hypotheses: a previous
study [31] divided educational background into seven groups
and revealed that respondents with the last educational
background of junior high school or equivalent had the
highest average level of security behavior.

e HI13. There are differences in the security behavior of
smartphone users based on their educational
background in avoiding harmful behavior.



o H14. There are differences in the security behavior of TABLET
smartphone users based on their educational FREQUENCY OF DEMOGRAPHIC VARIABLES

background in adopting settings and add-on utilities. Item Response Frequency
o HIS. There are differences in the security behavior of Gender Male 152
smartphone users based on their educational Female 248
. . . . Generation Z 325
background in carrying out preventive behavior. .
H16. Th diff 1 th ity behavi £ G . Generation Y 47
. 6. There are differences in the secupty chavior o eneration Generation X 27
smartphone users based on their educational Baby Boomer 1
background in dealing with disasters/data recovery. Primary school 2
Motivation, ability, and threat awareness-based hypotheses: Junior high school 3
Previous research [20] revealed that there is a gap between the Senior high school 249
level of motivation and the adoption of security controls. Education Background Diploma 28
Therefore, motivation, ability, and threat awareness show a Undergraduate 111
mismatch with the application of user security behavior. Graduate 6
s A Post-graduate 1
e H17. Motivation, ability, and threat awareness of Android 269
smartphone users are not in accordance with the Operation System 0S 131
implementation of the security behavior of smartphone
USers. In this study, security behavior was tested using four
approaches, namely Setting and Add-on Utilities (AU),
IL RESULT AND DISCUSSION Avoiding Harmful Behavior (AHB), Preventive Behavior
This study obtained data from 400 respondents based on (PB), and Disaster/Data Recovery (DR). The findings of this
gender, generation, educational background, and operating study can be seen in Table 2.
system as shown in Table 1.
TABLE I
THE PEARSON CHI-SQUARE VALUE
Security Item Demographic Operation
Behavior Gender Generation Education P
System
AUl Did you activate the authentication mechanism? 0.038 NS NS NS
AU2 Have you turned on automatic updates? NS NS NS NS
AU3 Do you activate the screen lock? NS NS NS NS
AU4 Have you enabled any data encryption on your NS NS NS NS
smartphone?
AUS Do you disable GPS when not needed? NS NS NS NS
AU6 Do you turn off Bluetooth if not needed? NS NS NS 0.000
AU7 Do you destroy the memory card safely when it is NS 0.000 0.007 0.000
not used?
AU Have you enabled remote tracking of the device? 0.002 NS NS 0.000
AU9 Have you turned on data wipe remotely? 0.025 NS NS 0.000
AU10 Have you enabled remote locking of the device? NS 0.045 NS NS
AHB1 Do you share your PIN/password information? 0.009 0.007 0.003 0.010
AHB?2 Have you clicked on a link in an email from an NS NS NS NS
unknown source?
AHB3 Did you click on the link in SMS or WhatsApp NS NS NS NS
from unknown sources?
AHB4 Have you clicked on a link on a social network NS NS NS NS
from an unknown source?
AHBS Did you click on the email link while using the NS NS NS NS
application?
AHB6 DQ you click on the SMS or WhatsApp link while NS NS NS NS
using the application?
AHB7 Do you _chc_k on social network links while using NS NS NS NS
the application?
AHBS Ar_e you downlogdlng applications from untrusted NS NS NS NS
third-party websites?
AHB9 Are you connecting to an unsecured free Wi-Fi NS NS NS NS
network?
AHB10 Did you download attachments from unknown NS NS NS NS
emails?
AHBI1 Do you 1_1p10qd location-based information on social NS NS NS NS
networking sites?
AHB12 Are you Jailbreaking or Rooting? 0.001 NS NS NS
AHBI3 Did you click on the email link while playing NS 0.005 NS NS

games?
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Do you click on SMS or WhatsApp links while

AHB14 . 0.018 NS NS 0.010

playing games?
AHBI5 gD; Hf;:l; click on social network links while playing 0012 NS NS NS
PB1 Do you change your PIN/password frequently? NS 0.003 NS NS
PB2 Are you using anti-virus / anti-malware? NS NS NS NS
PB3 Do you regularly update the applications? 0.003 NS NS 0.003
PB4 Do you uninstall/delete unused applications? NS 0.001 NS NS
PBS Have you logged out your account from services NS NS NS 0.045
like email and Facebook?

PB6 Have_: you set a different password for the NS 0.045 NS NS
application?

PB7 Did you check the permissions when installing the 0.010 NS NS NS
application?

PBS Did you read the end-user agreement? NS NS NS NS

PB9 Did you pay attention to the IMEI number? 0.021 NS NS NS

DRI Do you ba_ckup data manually to USB / hard disk or NS NS NS NS
other media?

DR2 Do you backup data automatically in the cloud? NS 0.001 NS 0.000

DR3 Do you backup _data when the smartphone is about NS NS NS 0.000
to be reset or reinstalled?

DR4 Do you erase data when the smartphone is about to NS NS NS 0.000
be discarded?

DR5 Do you insure your smartphone? NS 0.004 NS 0.003

In the table above, NS stands for Not Significant with
criteria Asymp. Sig. > 0.05, and if Asymp. Sig. <0.05, then
there is a significant difference. In the table above, there are
ten questions about setting and add-on utilities, 15 questions
about avoiding harmful behavior, nine questions about
preventive behavior, and five questions about disaster/data
recovery with respect to gender, generation, education, and
operation system. The following is an explanation of the
results obtained :

A. Chi-Square Result

Based on the results of the chi-square test in Table 2, it can
be concluded that there are ten significant items among the
variables based on gender and security behavior:

e Three items are significant in setting and add-on
utilities, including activating the authentication
mechanism, enabling remote tracking of the device, and
enabling remote wipe of data. The most significant is
enabling remote device tracking, and the least is
activating the authentication mechanism.

e Four items are significant for avoiding harmful
behavior, including sharing PIN/password information,
Jailbreaking or Rooting, clicking on SMS or WhatsApp
links while playing games, and clicking on social
network links while playing games. The most
significant is Jailbreaking or Rooting, and the least is
clicking on social network links while playing games.

o Three items are significant in preventive behavior,
including updating applications regularly, checking the
permissions when installing the application, and paying
attention to the International Mobile Equipment
Identity (IMEI) number. The most significant is
updating applications regularly, and the least is paying
attention to the International Mobile Equipment
Identity (IMEI) number.

« No significant differences were found in dealing with
disaster/data recovery.

There are nine significant items between the variables
based on generation and security behavior:
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o Two items are significant in setting and add-on utilities.
The most significant is safely destroying memory cards
when not in use, and the least is enabling the device
lock remotely.

« Two items are significant in avoiding harmful behavior,
and the most significant is clicking on email links while
playing games, and The least is sharing PIN/password

information.
o Three items are significant in preventive behavior,
including  changing  PIN/password  frequently,

uninstalling/deleting unused applications, and setting a
different password for the application. The most
significant is changing PIN/password frequently, and
the least is setting a different password for the
application.

o Two items are significant in dealing with disaster/data
recovery. The most significant is backing up data
automatically in the cloud; the least is insuring the
smartphone.

There are two significant items between the educational

background variable and security behavior:

e One significant item in setting and add-on utilities is
safely destroying the memory card when not in use.

e One significant item in avoiding harmful behavior is
sharing PIN/password information.

e There is no significant difference in preventive
behavior and disaster/data recovery.

There are 12 significant items between operating system

variables and security behavior :

o Four significant items in setting and add-on utilities
include turning off Bluetooth when not needed,
destroying memory cards safely when not in use,
enabling remote tracking of the device, and turning on
data wipe remotely.

o Two significant items in avoiding harmful behavior
include sharing PIN/password information and clicking
on SMS or WhatsApp links while playing games.



o Two items are significant in preventive behavior. The
most significant is updating applications regularly and
the least is logging out of accounts from services like
email and Facebook.

Four significant items in disaster/data recovery include
backing up data automatically in the cloud, backing up
data when the smartphone is about to be reset or
reinstalled, erasing data when the smartphone is about
to be discarded, and insuring the smartphone. The less
significant is insuring the smartphone.

B. Post Hoc Result

After the chi-square test, the significantly different items as
shown in Table 2 were tested using the post hoc test. The post
hoc test results for each significantly different item are
indicated by letters in dark-colored cells in Table 3. Baby
boomers, Primary school, and Post-graduates are not used in
this test because the column proportions are equal to zero or
one. The dark cells with post hoc analysis results in table III
indicate a significant difference between items of settings and
add-on utilities based on demographic variables.

TABLE III
POST HOC TEST RESULTS BETWEEN DEMOGRAPHICS, AND SETTINGS AND ADD-ON UTILITIES
Gender Generation Education Operation
System
Ttem Answer Junior  Senior
choices Man Women Z(C) YD) X(E) high high Diploma  Undergraduate  Graduate Android iOS
A) B) school  school (I) @ K) @) ™)
G) (H)
Enablin Yes B
authenti%ation No A IgII(C)}FI{HFIC ANT
mechanism DNK
Enabling Yes B L
remote No NOT M
tracking of the SIGNIFICANT NOT SIGNIFICANT
. DNK A
device
Turning on Yes B L
data wiping No M
remotely DNK
Destroying Yes C
the memory No E M
card safely
when it is not DNK J L
used
Enabling Yes NOT
remote No SIGNIFICANT C NOT
locking of the DNK SIGNIFICANT
device NOT SIGNIFICANT
Turning off Yes M
Bluetooth if No L
not needed DNK

In Table 3, there are three answer choices, namely yes, no,
and do not know (DNK). Based on gender, there are three
significant differences. Men show safer behavior than women
in terms of activating authentication mechanisms, enabling
remote tracking, and activating data wiping remotely. Based
on generation, there are two significant items. Generation X
has safer behavior in destroying memory cards when not in
use compared to Generation Z. Meanwhile, Generation Z is
better at remotely locking devices than Generation Y. Based
on education background, there is only 1 significant item. In
terms of safely destroying memory cards when not in use,
more users with high school background chose the answer of
"don't know" than those with undergraduate background. It

means, many users with high school background are still not
familiar with this.

There are four significant items related to the operating
system. Overall, iOS users seem to behave better than
Android users in terms of safely destroying memory cards
when not in use, enabling remote tracking of the device and
enabling remote wipe of data. On the other hand, Android
users seem to have better behavior in turning off Bluetooth
when not needed compared to iOS users.

Post hoc analysis revealed that there were significant
differences between the variables based on demographics and
avoiding harmful behavior. The findings of this study can be
seen in Table 4.

TABLEIV
POST HOC TEST RESULTS BETWEEN DEMOGRAPHICS AND AVOIDING HARMFUL BEHAVIOR
Gender Generation Education Operation
System
Ttem Answer Junior  Senior
choices Man Women Z Y X high high Diploma Undergraduate Graduate Android iOS
(A) B) ) @ (E) school school (I) (0)] (K) L) ™)
G) H)
Never B C C H M
. Rarely
Sharing Occasionally A D
PIN/password
. . Frequently L
information
Very
H
frequently
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Never A
Rarely
Jailbreaking Occasionally
or Rooting Frequently B
Very
frequently
Clicking on Never A
SMS or Rarely
WhatsApp Occasionally
link while Frequently B
playing a Very
game frequently NOT
. Never CD SIGNIFICANT
Clicking on
social Rarely‘
network links Occasionally
. . Frequently B NOT SIGNIFICANT
while playing Very
agame frequently B
Never
clicking on Rarely
the email link  Occasionally
while playing ~ Frequently
a game Very
frequently
clicking on Never NOT SIGNIFICANT M
links on Rarely L
Social Occasionally
Networks Frequently
from Very
unknown
frequently

sources

In Table 4, based on gender, there are four significant items.
Women appear to have worse behavior than men when it
comes to sharing PIN/password information. On the other
hand, it is shown that men are worse and riskier than women
in avoiding harmful behaviors such as jailbreaking or rooting,
clicking on SMS or WhatsApp links while playing games, and
clicking on social networking links while playing games.
Based on generation, There are two significant items. Overall,
Generation Y and Generation X appear to have more secure
behaviors than Generation Z, such as when it comes to sharing
PIN/password information and clicking email links while
playing games. Based on educational background, there is
only one significant item, namely sharing PIN/password

information. Respondents with a bachelor's education
background have better behavior than high school students in
terms of sharing PIN/password information, while those with
a graduate background show worse behavior than high school
respondents. Then based on the operation system, there are
two significant items concerning operating systems. Android
users have a more secure behavior than iOS users in sharing
PIN/password information and clicking links on social
networks from unknown sources.

Post hoc analysis revealed that there were significant
differences between the variables based on demographics and
preventive behavior. The findings of this study can be seen in
Table 5.

TABLE V
POST HOC TEST RESULTS BETWEEN DEMOGRAPHICS AND PREVENTIVE BEHAVIOR

Gender

Generation

Operation System

Answer

. Women
choices

(B)

Item Man (A)

VA(S)

Android i0S (G)

Y (D) X (E)

Never
Rarely
Occasionally
Frequently
Very
frequently
Never
Rarely
Occasionally
Frequently
Very
frequently
Never
Rarely
Occasionally
Frequently
Very
frequently
Never

Updating the A

application on a
regular basis

Checking
permissions when
installing the app

Paying attention to
the IMEI number

NOT SIGNIFICANT

F)
G

NOT SIGNIFICANT

NOT SIGNIFICANT
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Rarely
Occasionally
Frequently
Very
frequently
Never
Rarely
Occasionally
Frequently
Very
frequently
Never
Rarely
Occasionally
Frequently
Very
frequently
Never
Rarely
Occasionally
Frequently
Very
frequently

Frequently changing
PIN/password

Uninstalling/deleting
unused applications

Setting a different
password for the app

Logging out account
from services like
email and Facebook

NOT SIGNIFICANT

It can be seen in Table 5 that there are three significant
items based on gender. Overall, men performed better
preventive behavior than women, such as updating apps
regularly, checking permissions when installing apps, and
paying attention to IMEI numbers. Meanwhile, no
significance was found in the last 3 items of table 5 after the
post hoc test was carried out. Then, there are three significant
items based on gemeration. Generation Z shows better
behavior than generations X and Y in terms of changing
PIN/password frequently and uninstalling/deleting unused
applications. Meanwhile, Generation X is wasteful by setting

different passwords for their apps. Finally, based on the
operating system, there are two important items. Android
users exhibit worse behavior than iOS users when it comes to
updating apps regularly. But when it comes to logging out of
services like email and Facebook, iOS users exhibit better
behavior than Android users.

Post hoc analysis revealed that there were significant
differences between items of disaster/data recovery and the
variables based on demographics. The findings of this study
can be seen in Table 6.

TABLE VI
POST HOC TEST RESULTS BETWEEN DEMOGRAPHICS AND DISASTER/DATA RECOVERY

Item

Generation
V4 Y
A @®

Operation System
Android iOS
(D) (E)

Answer

. X
choices

©

Backing up data automatically in the cloud

Insuring the Smartphone

Backing up data when the smartphone is about to be reset or
reinstalled

Performing data deletion when the smartphone is about to be
discarded

A A E

E

Never

Rarely
Occasionally
Frequently
Very frequently
Never

Rarely
Occasionally
Frequently
Very frequently
Never

Rarely
Occasionally
Frequently
Very frequently
Never

Rarely
Occasionally
Frequently
Very frequently

NOT
SIGNIFICANT

D

It can be seen in Table 6 that there are two significant items
related to genmeration: Generation Z has good behavior in
automatically backing up data in the cloud and insuring
smartphones. In addition, there are four significant items
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based on the operating system, namely i0S users have better
behavior than Android users in terms of automatically
backing up data in the cloud, insuring smartphones, backing
up data when the smartphone is about to be reset or reinstalled,



and deleting data when the smartphone is about to be
discarded.

In this study, descriptive analysis was used for hypotheses
1 to 4 and 9 to 12 because the hypotheses relate to safer or
riskier security behaviors. Post hoc analysis was used for
hypotheses 5 to 8 and 13 to 16 because the hypotheses were
about significant or insignificant differences between security
behaviors and demographics [20].

Hypothesis 1 states that men are more likely to adopt
settings and add-on utilities than women. In this study it was
revealed that the answer "Yes" was chosen by 58.95% men
and 53.67% women. This means that men are better than
women in adopting settings and add-on utilities. Similar
findings were seen in a study by Nowrin and Bawden [28§],
men are relatively more aware than women in terms of
adopting add-on utility features such as configuring automatic
locking. Therefore, hypothesis 1 is accepted. This finding is
in accordance with a previous study conducted by Shah and
Agarwal [20] on smartphone users in India, which revealed
that male respondents were better than women in
implementing security controls.

Hypothesis 2 states that men are worse than women at
avoiding harmful behavior in smartphone use. Overall, the
average number of women who answered "never" in avoiding
harmful behavior was 45,91%, while for men it was 43,51%.
This means that men tend to show bad behavior and are at risk
of avoiding harmful behavior compared to women. Therefore,
hypothesis 2 is accepted. This finding is in accordance with a
previous study conducted by Shah and Agarwal [20] on
smartphone users in India, which revealed that men exhibit
risky behavior in downloading applications from untrusted
third parties, connecting to insecure free Wi-Fi networks,
updating applications, and rooting or jailbreaking.

Hypothesis 3 states that men have better preventive
behavior than women in smartphone use. Overall, the
percentage number of women and men who answered
"Frequently" and "Very Frequently" was 33,12% and 37,36%,
respectively. This means that men are better at preventing
smartphones from threats than women. Therefore, hypothesis
3 is accepted. This finding is in accordance with a previous
study conducted by Shah and Agarwal [20] on smartphone
users in India, which revealed that male respondents were
better at reading user agreements and checking app
permissions.

Hypothesis 4 states that men have better data recovery
behavior than women in smartphone use. Overall, the
percentage number of men and women who answered
"Frequently" and "Very Frequently" was 40,12% and 38,40%,
respectively. This means that men behave better than women
in disaster/data recovery. Therefore, hypothesis 4 is accepted.
This finding is similar to a previous study examining
smartphone users in Bangladesh, which revealed that male
smartphone users were more aware of the use of backup data
[28].

Post hoc analysis revealed that there were two significant
items between setting and add-on utilities, and generation. In
safely destroying memory cards when not in use, Generation
X shows more secure behavior than Generation Z. Meanwhile,
Generation Z is better at enabling remote device locking than
Generation Y. In avoiding harmful behavior, there are two
significant items. Overall, generations Y and X demonstrated
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more secure behaviors than Generation Z, such as in sharing
PIN/password information and clicking email links while
playing games. In preventive behavior, there are three
significant items. Generation Z exhibits good behavior in
frequently changing PIN/password, uninstalling/removing
unused apps and setting different passwords for apps. In
Disaster / Data Recovery, there are two significant items.
Generation Z shows good behavior in automatically backing
up data in the cloud and insuring Smartphones. Similar
findings were seen in a study by Alsaleh, ez al. [33], in which
younger people are more secure when using a smartphone
such as when it comes to backing up data. Therefore, HS, H6,
H7, and HS8 are accepted. The generation in this study is a
generalization of the development of age groups. This finding
is consistent with a previous study conducted by Shah and
Agarwal [20] on smartphone users in India, which revealed
that there were significant differences in security behavior
with respect to the age of the users. In addition, this study is
also similar to the one conducted by Rachminingrum and Sari
[31], which revealed that there were significant differences in
security behavior with respect to the ages of users.

Hypothesis 9 states that Android users tend to be better at
avoiding harmful behavior in smartphone use than iOS users.
Overall, the average number of Android and iOS users who
answered "Never" was 47,05% and 40,75%, respectively. It
means that Android users behave more safely than iOS in
avoiding harmful behavior. This finding is in accordance with
a previous study conducted by Shah and Agarwal [20] on
smartphone users in India, which revealed that Android users
behave more safely than iOS users.

Hypothesis 10 states that Android users tend to have more
secure behavior in adopting settings and add-on utilities in
smartphone use than i0S users. Overall, the average number
of Android and iOS users who answered "Yes" was 54,02%
and 59,09%, respectively. It means that iOS users behave
more safely than Android users in adopting settings and add-
on utilities. Therefore, hypothesis 10 is rejected. This finding
is different from the findings made by Shah and Agarwal [20].
It is because the research conducted by Shah and Agarwal [20]
has a relatively small sample. In addition, cultural differences
between India and Indonesia could also be the cause.

Hypothesis 11 states that Android users tend to have better
preventive behavior in using smartphones than iOS users.
Overall, the average number of Android and iOS users who
answered "Frequently" and "Very Frequently" was 33,58%
and 37,09%%, respectively. This means that iOS users behave
more safely than Android in preventive behavior. Therefore,
hypothesis 11 is rejected. This finding is different from that
of Shah and Agarwal [20]. This is because the research
conducted by Shah and Agarwal [20] has a relatively small
sample. In addition, cultural differences between India and
Indonesia could also be the cause.

Hypothesis 12 states that Android users tend to have better
behavior than iOS wusers in dealing with disasters/data
recovery when using smartphones. Overall, the percentage of
Android and i0OS users who answered "Frequently” and "Very
Frequently" was 33% and 44%, respectively. It means that
108 users behave more safely than Android users in handling
disaster/data recovery. Therefore, hypothesis 12 is rejected.
This is a new indicator, a combination of journals conducted
by Shah and Agarwal [20] and Rachminingrum and Sari [31],



in which Shah and Agarwal [20] analyzed based on the user's
operating system, while Rachminingrum and Sari [31]
conducted research using disaster/data recovery approach.

Post hoc analysis revealed that there was 1 significant item
between setting and add-on utilities, and educational
background. In destroying memory cards safely when not in
use, users with senior high school background chose "Do Not
Know" more than users with the undergraduate background.
It means that there are still many users with a senior high
school background who do not know this item. There is one
significance in avoiding harmful behavior. In sharing
PIN/password  information,  respondents with  an
undergraduate education background showed better behavior
than high school graduates, while graduates showed poor
behavior compared to respondents with high school education
background. Similar findings were seen in a study by Velki
and Romstein [41]. The last educational background of users
shows their harmful behavior in using smartphones. There
were no significant items in preventive behavior and
disaster/data recovery.

Therefore, hypotheses 13 and 14 were accepted. This
finding is in line with the findings of a previous study by

Rachminingrum and Sari [31] on Android Mobile Apps users
in Indonesia, which revealed that users' last educational
background had relationships and differences with harmful
behavior and add-on utilities. Hypothesis 15 is rejected
because there is no significant difference in the security
behavior of smartphone wusers based on educational
background related to preventive behavior. Hypothesis 15 is
a new indicator, a combination of research by Shah and
Agarwal [20] and Rachminingrum and Sari [31], in which
Shah and Agarwal [20] used a preventive behavioral approach,
and Rachminingrum and Sari [31] analyzed based on
educational background.

Hypothesis 16 was rejected because there is no significant
difference in the security behaviour of Smartphone users
based on their educational background related to disaster/data
recovery. Meanwhile, research by Rachminingrum and Sari
[31] has a significant difference because there are fewer
questionnaire items than those in this study. Items on data
recovery are only used to back up information on the
smartphone and delete smartphone data and information when
it reaches the end of its useful life.

TABLE VII
VALUE OF MOTIVATION, ABILITY, AND THREAT AWARENESS OF SMARTPHONE USERS
Item Very Low Low Medium High Very High
E/I;};lglglelroe;é in avoiding harmful behavior when using 39 50, 30% 47% 3%
My interest in setting up and using add-on features to increase 4% 6%  25% 3% 33%
Motivaii smartphone security
ottvation My interest in taking precautions that can help protect
Snfa riphone data ep pp 3% 4%  17% 30% 46%
My interest in recovering data after a d1saste_r (both natural 39, 6% 19% 339 39%
disasters and damage caused by human negligence)
E/Iil};lil;)llllg eto avoid harmful behavior when using a 39 9%  28% 32%  28%
My ability to set up and use add-on features to increase 4% 10%  35% 31%  20%
Ability smartphone security
E/Iil};lil;)llllg ;(zi ;?Ee precautions that can help protect 304 8% 33% 31%  25%
My ability to recover data after a disaster (both natural 504 1% 34% 27%  23%
disasters and damage caused by human negligence)
xfngasrgﬁ; lZiz)%lz;rdmg threats due to harmful behavior when 504 504 18% 35%  37%
My awareness of threats caused by not making adjustments o o o o o
and using add-on features to increase smartphone security 6% 7% 28% 3% 25%
Threat Awareness My awareness of the threats caused by not taking precautions 504 7% 23% 35%  30%
that can not help protect smartphone data
My awareness regarding the threat of not recovering data after
a disaster (both natural disasters and damage caused by human 5% 5%  25% 34% 31%

negligence)

Overall, respondents reported high motivation, ability, and
threat awareness levels in protecting their smartphone devices
and data. However, smartphone users' adoption of security
behaviors to protect devices and data is reported to be low. It
can be seen in Table 7 that the user's motivation in taking
preventive actions that can help protect smartphone data is at
a higher rate (High and Very High) with a value of 76%, and
User awareness of threats due to harmful behavior when using
a smartphone is at a higher rate with values 72% .

In addition to being highly motivated to take precautions
that can help protect smartphone data, respondents are also
very aware of the threat of harmful behavior when using
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smartphones. However, as shown in Table 8, the average
percentage of the answer choices "Frequently" and "Very
Frequently" in taking precautions that can help protect
smartphone data is 31.44% (31.4%), which means that
respondents have dangerous behavior in protecting their
smartphones. This contradicts the report that respondents
have high motivation and awareness in protecting their
smartphone devices and data. One of the reasons for this
discrepancy between motivation, threat awareness and
implementation of security behavior is that respondents never
or rarely change their PIN/password (PB1).



Furthermore, Table 7 also illustrates that the levels of
abilities are classified as high, such as the ability of users to
recover data after a disaster (both natural disasters and
damage due to human error), which is at a high rate, with a
value of 60%. However, this is not in line with the evidence

of disaster/data recovery implementation presented in Table 8
in which the average percentage of the answer choices "often"
and "very often" is only 39%. This is because respondents
never or rarely back up data automatically in the cloud (DRS5)
and manually on a USB/hard disk or other media (DR1).

TABLE VIII
PERCENTAGE OF RESPONDENTS' ANSWERS IN AVOIDING HARMFUL BEHAVIOR, PREVENTIVE BEHAVIOR AND DISASTER BEHAVIOR

Item Never Rarely Occasionally  Frequently Fre\(;fl?r,l tly Item Never Rarely Occasionally  Frequently Fre\(;fl?r,l tly
AHBI1 32% 29% 22% 11% 6% PB1 14% 25% 38% 16% 7%
AHB2 52% 28% 15% 4% 1% PB2 23% 23% 25% 20% 9%
AHB3 72% 16% 8% 3% 1% PB3 10% 16% 36% 25% 13%
AHB4 46% 29% 17% 6% 2% PB4 7% 21% 35% 33% 4%
AHBS 26% 27% 25% 16% 6% PBS5 8% 23% 20% 33% 16%
AHB6 41% 28% 18% 9% 4% PB6 23% 22% 27% 18% 10%
AHB7 16% 25% 29% 22% 8% PB7 10% 16% 31% 25% 18%
AHBS 45% 28% 18% 7% 2% PB8 18% 21% 33% 17% 11%
AHB9 38% 27% 22% 9% 4% PB9 22% 19% 26% 17% 16%
AHBI10 55% 26% 12% 5% 2% Average 16.67% 20.33% 31.56% 20.78% 10.67%
AHBI11 30% 29% 28% 10% 3% DR1 15% 18% 31% 21% 15%
AHB12 60% 19% 12% 6% 3% DR2 23% 16% 24% 20% 17%
AHB13 51% 21% 12% 11% 5% DR3 13% 15% 19% 25% 28%
AHB14 65% 17% 11% 5% 2% DR4 19% 12% 18% 21% 30%
AHBI15 45% 20% 17% 12% 6% DRS 49% 18% 14% 10% 9%
Average 44.93% 24.60% 17.73% 9.07% 3.67% Average 24% 16% 21% 19% 20%

Therefore, the motivation, ability, and threat awareness of
smartphone wusers are not in accordance with the
implementation of security behavior of smartphone users.
Thus, hypothesis 17 is accepted. This finding is consistent
with a previous study conducted by Shah and Agarwal [20]
on smartphone users in India, which revealed that motivation,
ability, and threat awareness were not correlated with users'
adoption of security behaviors. Based on the evaluation of the
results mentioned above regarding the behavior of
smartphone users, it is necessary to consider designing a
special security education, training and awareness (SETA)
program to improve information security for smartphone
users [37].

IV. CONCLUSION

This study found that there were significant differences
between demographics (i.e., gender, generation, educational
background, and operating system) and security behaviors.
Descriptive analysis revealed that men are better than women
in adopting settings and add-on utilities, preventive behavior,
and disaster/data recovery. However, men tend to have worse
and riskier behaviors than women in avoiding harmful
behaviors. Android users behave more safely than iOS in
avoiding harmful behavior. In contrast, iOS users behave
more safely than Android in adopting settings and add-on
utilities, preventive behavior, and disaster/data recovery.

Post hoc analysis revealed that men behave more securely

than women in terms of activating authentication mechanisms.

In remote locking of devices, generation Z has a more secure
behavior compared to generation Y. Generation Z also shows
better behavior than generations X and Y regarding frequent
changing of PIN/password and uninstalling/deleting unused
apps. In terms of sharing PIN/password information,
undergraduate users behave better than high school users.
When it comes to automatically back up data in the cloud, i0S
users have better behavior than Android users.

This study also found that the motivation, ability, and threat
awareness of smartphone users are not under the
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implementation of the security behavior by smartphone users.
One of the reasons for this discrepancy is that the respondents
never or rarely change their PIN/password (PB1).

This study's variables and indicators of security behavior
can be used as reference material for further research. The
researchers only examined the characteristics of respondents
based on gender, generation, educational background, and
operating system of smartphone users. Future researchers are
expected to be able to examine security behavior based on
other characteristics such as occupation and income of
smartphone users.

Referring to the results of this study, it is recommended that
male smartphone users pay more attention to their
information security behavior by avoiding dangerous
behavior when using smartphones. On the other hand, female
smartphone users are expected to adopt settings and add-on
utilities and take precautions to protect smartphone data and
recover data after a disaster. The results of this study can be
considered for designing a special security education, training,
and awareness (SETA) program to improve the information
security of smartphone users. Smartphone manufacturers'
research and design department can also consider these results
to add utilities in the devices to help users secure their data.
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